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Marlene H. Dortch
Office of the Secretary
Federal Communications Commission
445 12th Street, S.W.
Washington, DC 20554

Re: Annual Customer Proprietary Network Information Compliance
Certification; EB Docket No. 06-36

Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(e), USA Datanet Wholesale, Inc. hereby
provides its Annual Customer Proprietary Network Information Compliance Certification.
Please feel free to contact me ifyou have any questions regarding this filing.
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Annual 47 C.F.R. § 64.2009(e) CPNI Certification

ED Docket 06-36

Annual64.2009(e) CPNI Certification for 2008

Date filed: February 27, 2009

Name ofcompany covered by this certification: USA Datanet Wholesale, Inc.

Fonn 499 Filer ID: 826668

Name ofsignatory: John Turner

Title ofsignatory: ~xecutive Vice President and ChiefStrategy Officer

1, John Turner, certify that I am an officer ofUSA Datanet Wholesale, Inc. ("Company"), and
acting as an agent of Company, that I have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission's CPNI roles. See 47
C.F.R. § 64.2001 et seq.

Attached to this certification is an accompanying statement explaining how the company's
procedmes ensure that the company is in compliance with the requirements set forth in section 64.2001et
seq. oftbe Commission's roles.

The company has not taken any actions (proceedings instituted or petitions filed by a company at
either state conunissions, the court system, or at the Commission against data brokers) against data
brokers in the past year.

The company has not received any customer complaints in the past year concerning the unauthorized
release ofCPNI.

Date , d-\F1\O=-9-+-\-
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USADATANETWROLESALEtINC.
STAJEMENT OF.CPNlPROCEPURES

USADatanetWhol~Inc.("USADW')takcslbcproteclionofCPNIseriousIy.USADWhas
received legal COUDSClI in this area and protects the COIIfidentiaJityofits cardercustmncrs' infmnation. .
US,ADWm:eives Jimmld lufbnDatioo.:&om ijs cmier customersaud·uses dJat intbmlatioD solely to
ped.ban the~0IlS services. furbilliug purposes and inresponse 10 legal process. Itdoes
notuse tbis inwniiationfor markelingpurposes10 Itseatricr customerB or anycnd lJSCIS. USADWhaSDo
end user customeIB. .

JMytoProtect!Aml

We recogDiJ:e a duty10 protectcustomerCPNI ifwepossess CPNL To1Ileeuntwoobtain
CPNJ, we may not diacloao CPNI tolJIJ8Ofhorizecl~ lUll"may we use CP.NI inCCI1Bin"Wll}'8 wilhont
conseut fiom ourcustome:tB. BcfoIowecan provide ClUIlIOmeIB 'With their own CPNI,we must
IlUtbaltioatothocuatomet.

We reeognizJ:l thlltt:bcro are a lowcases inwDich we can disclose CPNIwithout first obtaining
customer approval:

1. A4miplstmtiye w: We mayuso CPNI to tnitiale. 7't!fIItler.1Jmanticolkct for '
communications services..

2. Protegtion,g(canjerand third parties: Wemayuse CPNIto protect the intereBls ofour
Company,such as to pment:liaud or iIIega11l!l8of0lJl"~ and netwoIk. Employees aio notified of
the steps to take.ifany, in t1Jeae lKlJ1S ofsitoat.ions.

3. As"'Q¢redby Jaw: We maydisolose CPNI ifwe arc'RlCJ:U,iRd 10by law. such as through
legal process (subpoenas) or iDrc.spoase'to rcqucst8 byJaw en1bn:emenl Etnp~ IIrCI notified ottmy
steps theymust take in. theso lJituations.

OgrOm1UseOtCPNI

, At this time, we do not use CPNIto marbI: to our carrier customers. However. at a Jata- date. we
may uso CPNl to provide or market seMl108 to oureldBting customer8. We understand that we aro
required to obtain CU8fomclr approval priorto using CPN1 in certain ways. and will eDSIU'O compJiaDcc if
WI) seek to usc CPNI to market services.

Wo do not &hare CPNI with any afIiliaRls or other thirdparties firmarketiDg purpose&.
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ApthentfcatIng C!Jstomel5BefonDiIdofhnrCPNI

We understand tbatwe arerequhedto objective1ydetermine thBtour customers are who they say
they are before disclosing CPNI to them. .

Telqphone

We donot11'bso coJ1detail fnjiJrm(l/jqn, or infannation relating to the traDsmission ofspecific
teIephoDe calls overth&1clcphone. Ourcarrier CQlltomers can only OCCC8S this in:fbnDation1hrough a
secwe, ftlltbenticalld networ.k.

kPmoD ApthegticaI:ion

We do Dot releaseCPNr through fu.pctsoD vismJ. Our carrierc:ustomers can o.uly access this
iDfurmation1broogh a llCCUl'e, aulhcuticafIldDatwodc.

MIi!

Ifthe cust.oIDerteqUeSfs CPNIdIrough rcguIarmail, or iftho lllJSIDmerC8UIlot comply with tho
aliIhentieation~ above.~ scudtileJeq\JC8kKl idmnation to1he customers llddre&sofreccrdnuly.

Online Access

We pessword protect ooUne 8ClCClIlS to CPNL USADW's carriCl' customers C8I1I1CCCSS the
Information solelydu'ough a secure online.netwodt that tequircs authemiC8tiOD. USADWutJlizes a
third-pllrtybilling company.TelebiJI. wbichhllS access10 the b.ilJiDg CDR.:furbiQingptJ1])OSeS only.
Telebill is asmall company that is aware of.1hc Commission', CPNIrcgulaticms and bas safeguards

, inplace toprotect tho Information. 'Ibo CDRthatisprovided to ouroarriercustomers (so that1hcy
maybill their customers and reeoncJle their invoices againsttheir'own CDR) is available to our
customers only through a 8CCUl'C FTP.~ providedby TclebilL Customersaccess the FI'P site using
a unique login and password combination which i. provided to 'them by USADWstaft: USADW. in
tut:n, gives that htformation to Tclebill, wfrlch 8CIs up thc uniquoFI'P site. USADWwiD only
provide the login infbnnation to prewously autbodzed parsonnel. as subttrllted to USADWbyour
customers.

TndniDgA:ad DJacipllDe

Wehave trainedappJicabloempl~ :reprdingtho companys CPNIpoHoiea. EmployeeswiD
have an ammalretzainiDgto eDSUrC 1hat1hey1JI1dmsbmdthe c:ompeny's CPNI policies and lIDYupc1afes to
'!hose polioies. New employellSwho~ bavo access to CPNI'fIIillbe tmiDed when theyjoin the
company. and1he:n attmd the~~cdretrainiog sessiDDs. BtnpJoyees are subjcettt>
discipliDary~fur:l3ilurvloahide byoar~

We maintain records ofdiscovered CPNI breaches.notifications to law eufarcemeotxegarding
breaclles, and auy responseS fium law c:nforc:c:mt:nt~those breaches, in our files fur at least two
(2)years.
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;Ngfifipffnp O1ACC01IDt e"'n!!!!
We understand that we are requinld tonotif)' customers"'MIen dllmges have been~c to

passwords. eustomccesponses CO back-upmeans ofamhcntic:ation,. online BCCOIJlIB, oraddccsscs of
reconI bymailing a notification to the IICCOUIlt~ ofrecord..

·Wedo DOtrevcal the changed accenmt daIa in tho notification.

Unauthor&.e4Di8dos~ 0lQ'.NI

We undersfaod thatlW musttepOrt CPNIlnaches to lawenfbn:omoDt DO IaI=' tIIan 8C'Yal (1)
business days IIfterddcmrining the bmdIlJas~ bysendinge1eccronic notification through the
liakathtt;p:Ifwww.1i»;gavlSJfCPN!Itothe CClIIbal reportiDg fiwiIiCy. which will t1um notifY thoUnited
Stab Sc:aet Semee(USSS) awl tbo Federal~D of!:Dwsdgat1ou (FBI).

WO 1JDlio.rItIII:d thetlW mayDOt .notifY custo.maa ar1bopublio of1he iJrellch earlic.I"thaa SCM:n (7)
dayS a:fterwc haveootificd law~ttJuoughtho GCIIfi1ll ropmtiDg&clliIy. Ifwc w.lsb to uodlY
CUSlomcrB orthe pDbJio immediately. wIIcm WD ft;cJ that thCII'CI is "'ali cxfraon:Iinarilyurgentnoad tonotifY"
to avoid~audiaeparablehmm," woiDfbnDlaw~ofoardoBiroto noti1Yand
complywith lawcofoolemeDt'sdirectioDs.

~ re1atiD,g to audJ. notifications are Iceptinaccordanco with ourrccord-bepjngpolicies.
Theserecords iacJude: (i) the date we cIisc:ovmd tho breach. (,1i)1hc daD we notified Jawcmfon:ematt. ••
(ni) a detailed descriptkD oftho GP.NI breached. 8Iid (IV) thCI chCdlXl8laticeli ofthe bfeach.

During the course ofthe year.. we compilo Jnfbrmation regardingptetmer attempts.10 gain
improper accCss to CPNJ.lncludiog fID¥brelches or.utempted breachea. Woinclude this iuformation in
oorqn-.I CP.NIoompl~erification 1iJcdwith thePcc.
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